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1. Executive summary 

1.1 Dorset Council continues to strengthen its risk management approach. Key 

developments since the last Audit and Governance Committee meeting on 4 

August 2025 include the formal approval of the Council’s Risk Appetite 

Statement, progress on the enhanced risk dashboard, and a strategic risk 

review within the Place Directorate.  

 

1.2 A consolidated risk management framework is presented for the Committee’s 

review. It sets out a unified organisational standard aligned with national 

guidance and supports informed, risk-based decision making. Risk and 

performance reporting cycles have also been aligned to improve transparency 

and coherence across governance structures. The report also outlines next 

steps and recommendations to support continuous improvement.  
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2. Recommendation(s) 

2.1 That the Audit and Governance Committee: 

 

• Note the actions undertaken since the last risk management update on the 

04 August 2025. 

 

• Provide feedback on, and endorse the use of, the risk management 

framework (Appendix A) as part of a holistic approach to standardising 

Dorset Council’s risk management. 

 

• Accept the invitation to receive a briefing and demonstration of the 

enhanced risk dashboard outside of the formal committee meeting, to 

support understanding and familiarisation with the new system. 

 

• Note the Quarter 1 risk data, escalating any matter to the relevant scrutiny 

committee where appropriate. 

  

3. Reason for the recommendation(s) 

 

3.1 To ensure that the council’s risk management methodologies support 

informed, risk-based decision making while remaining proportionate and 

aligned with organisational objectives and key deliverables.  

4. The report 

4.1 Since the last report to Audit and Governance Committee on 04 August 2025, 

a series of targeted actions have been undertaken to strengthen Dorset 

Council’s risk management position. At the heart of this report is the draft Risk 

Management Framework, which brings together the incremental work 

developed in collaboration with the committee over the past year into a single, 

cohesive approach.  

 Risk Appetite Statement Approval 

4.2 Following its presentation and consideration by the Audit and Governance 

Committee on 04 August 2025, Dorset Council’s Risk Appetite Statement has 

been formally approved via delegated authority. It is available to view via 

Dorset Council’s Decision Record here. The statement will also be published 

within the forthcoming Risk Management Framework (Appendix A).  

 

4.3 To ensure the Risk Appetite Statement is effectively embedded across the 

Council, the following steps will be taken:  

 

https://moderngov.dorsetcouncil.gov.uk/ieDecisionDetails.aspx?ID=5448


 

 

• Assessment of existing risks. Through enhancements to the 

corporate risk register, all risks owners will be required to determine 

whether the risk falls within the agreed risk appetite levels. Any risks 

identified as outliers, those exceeding the defined appetite, will be 

escalated to the Senior Leadership Team (SLT) for review, 

resolution and would be reported to Audit and Governance 

Committee. 

 

• Directorate-level interpretation. Each directorate will be supported in 

interpreting the Risk Appetite Statement and understanding its 

practical implications. 

Enhanced Risk Dashboard 

4.4 Development of the enhanced risk dashboard continues to progress following 

successful initial testing. Final refinements are underway, supported by a suite 

of preparatory activities to ensure a smooth and effective rollout, including: 

• Creation of user tutorials to support adoption  

• A communications plan for organisation-wide launch 

• Planning of drop-in sessions to demonstrate functionality and encourage 

user engagement 

4.5 We remain on track for launch in autumn 2025, with a provisional phased go 

live approach to be implemented by November. A private demonstration of the 

new system will be arranged for the committee, and a formal update will be 

provided at the committee’s next meeting to include the risk management 

update in January 2026. 

Strategic Risk Review – Place Directorate 

4.6 Following a recent SWAP audit, engagement with the Place Directorate has 

initiated a review of its strategic risks. This work is progressing well, with the 

finalised set of updated strategic risks scheduled for inclusion in the Quarter 2 

reporting cycle, to be presented at the Audit and Governance Committee on 

12 January 2026. 

 Development of the Risk Management Framework 

4.7 Dorset Council’s Risk Management Framework is presented for committee 

review within Appendix A. This framework consolidates previously separate 

elements, many of which have been shaped through Committee engagement, 

into a single organisational standard. It promotes consistency, clarity, and 

alignment with the Orange Book, the UK Government’s guidance on Risk 

Management.  



 

 

 

4.8 Structured around three core components: Architecture, Strategy, and 

Protocols. The framework strengthens the council’s ability to identify, assess, 

and manage risk in a consistent and proportionate manner across all levels of 

the organisation. 

 

4.9 While it incorporates content previously shared with the committee, new 

additions include: 

• A clear overview of roles and responsibilities 

• A revised Risk Policy Statement 

4.10 Designed for both internal and external audiences, the framework supports 

greater transparency and accountability. It reflects Dorset Council’s 

commitment to fostering a risk-aware culture that enables innovation while 

ensuring risks are managed in support of strategic goals.  

 

4.11 In line with its constitutional role, the committee is invited to endorse the 

framework. The framework will be monitored for effectiveness, with a review 

every five years at a minimum, ensuring it remains relevant and responsive to 

the Council’s evolving risk landscape.   

Alignment of Risk and Performance Reporting Cycles 

4.12 To improve consistency and transparency, Dorset Council’s risk reporting to 

the Audit and Governance Committee will now follow a unified quarterly cycle. 

This aligns reporting across SLT, Cabinet, Scrutiny, and Audit and 

Governance Committees, enabling more coherent and constructive 

discussions around risk and performance. Appendix B, C and D are reflective 

of this new approach, displaying Quarter 1 risk data. 

5. Alternative options considered  

5.1 None. 

6. Legal considerations  

6.1 There are no direct legal implications arising from this report. However, 

uncontrolled risks may pose a threat to Dorset Council’s ability to comply with 

statutory obligations. 

7.  Financial implications 

7.1 There are no direct financial implications arising from this report. However, 

uncontrolled risks may pose a threat to Dorset Council’s financial stability. 

Additionally, implementing risk controls may have budgetary impacts, which 

should be evaluated through a cost-benefit analysis prior to adoption. 



 

 

8. Natural environment, climate & ecology implications 

8.1 There are no specific natural environment, climate or ecological implications 

associated with this report; however, the Corporate Risk Register identifies 

several risks in this category.  

 

9. Well-being and health implications  

9.1 There are no specific well-being or health implications associated with this 

report; however, the Corporate Risk Register identifies several risks in this 

category. 

10. Other implications 

10.1 None  

11. Risk implications 

11.1 HAVING CONSIDERED: the risks associated with this decision; the level of 

risk has been identified as: 

Current Risk: N/A  

Residual Risk: N/A 

This report outlines the Risk Management Framework, Principal and Strategic 

Risks for Dorset Council. It therefore does not have a rating to consider 

related to a decision. The appendix provides an update on the current 

Principal and Strategic Risks. 

12. Equalities 

12.1 There are no specific equality implications associated with this report; 

however, the Corporate Risk Register identifies several risks in this category.  

The Risk Management framework has undergone an EQIA screening 

assessment where it has been established that a full EQIA is not required 

because: 

• it is a technical governance document that sets out risk protocols and 

reporting structures, rather than changing services or policies. 

• it does not introduce new services, remove existing ones, or change 

access to services. 

• it does not supersede or replace existing procedures or protocols 

concerning the assessment of protected characteristics, nor does it 

constitute a decision. 

 

https://dorsetcc-my.sharepoint.com/personal/kate_critchel_dorsetcouncil_gov_uk/Documents/New%20folder%20(2)/There#Equalities


 

 

13. Appendices 

13.1 Appendix A – Enterprise Risk Management – Dorset Council’s Risk 

Management Framework  

13.2 Appendix B – Principal Risks 

13.3 Appendix C – Scoring Matrix and Overall Summary 

13.4 Appendix D – Strategic Risks 

14.  Background papers 

14.1 Audit and Governance Committee Risk Management Update 04 August 2025 

14.2 Risk Management Policy Statement (Under Review) 

15 Report sign-off 

15.1 This report has been through the internal report clearance process and has 

been signed off by the Director for Legal and Democratic (Monitoring Officer), 

the Executive Director for Corporate Development (Section 151 Officer) and 

the appropriate Portfolio Holder(s) 

 
  

https://moderngov.dorsetcouncil.gov.uk/documents/s47453/Risk%20Management%20Update.pdf
https://www.dorsetcouncil.gov.uk/w/risk-management-policy-statement#risk-management-policy-statement
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1. Executive Summary 
Dorset Council has developed a comprehensive Enterprise Risk Management (ERM) 

Framework. This framework strengthens the Council’s ability to identify, analyse, 

evaluate and treat risks in a consistent manner across all levels of the organisation. 

The framework is built around three core components: 

1. Architecture – The structure through which risk information flows and is 

governed across the organisation, in addition to roles and responsibilities. 

2. Strategy – The Council’s overarching approach to risk, including its Risk 

Management Policy and Risk Appetite Statement. 

3. Protocols – The tools, templates, and guidance that support the practical 

implementation of risk management.  

The architecture introduces 11 Principal Risks , under which all organisational risks 

are categorised. This structure enables the Council to record, manage, and monitor 

operational risks, while strategic risks are identified in collaboration with senior leaders 

and aligned with the Council’s priorities. This ensures that risk management supports 

both effective service delivery and long-term strategic planning through its governance 

structures. 

The risk strategy outlines Dorset Council’s overarching approach to risk management. 

It incorporates the Council’s Risk Policy Statement, which affirms its commitment to 

managing risk effectively across all services. The Risk Appetite Statement defines the 

level and types of risk the Council is willing to accept in pursuit of its strategic 

objectives. This is underpinned by a Risk Appetite Framework that aligns with the 

Council’s Principal Risks and enables services to make informed, proportionate 

decisions within clearly defined boundaries. 

Dorset Council’s protocols include its Risk Dashboard which serves as the central hub 

for documenting, monitoring, reviewing, and reporting on risk. It supports senior 

leaders and decision-makers to make informed, risk-aware decisions based on timely 

and transparent insights.  

This ERM Framework reflects Dorset Council’s commitment to fostering a risk-aware 

culture, enabling innovation, and ensuring that risks are managed in a way that 

supports the achievement of its strategic goals. 

 

 

 

 

 

https://www.dorsetcouncil.gov.uk/w/strategic-risk-management#:~:text=There%20are%20major%20risks%20that%20could%20result%20in,this%20Council%20Plan%2C%20solvency%20or%20liquidity%20and%20reputation.


 

 

2. Architecture 
Overview: 

ERM is a cohesive and structured approach that unites Dorset Council’s various risk 

management disciplines under a single framework. Its primary aim is to support senior 

leaders and decision-makers in making informed, risk-aware choices that enhance 

service delivery to our communities and help achieve the Council’s strategic 

objectives. 

ERM considers both the internal and external environments in which Dorset Council 

operates, ensuring that risk insights are relevant, proportionate, and aligned with our 

organisational goals. It is a collective responsibility, integrated across all levels of the 

organisation, from strategic planning to daily operations, and embedded within a 

culture that promotes risk awareness and emphasises accountability over blame. 

Strategic Integration 

The ERM architecture brings together strategic performance, risks and other business 

intelligence, to support decision makers in driving delivery of our corporate ambitions 

and Council Plan priorities. 

It ensures a clear demarcation between operational/tactical performance and risk 

(managed by directorates), from strategic performance and risk (overseen by the 

Senior Leadership Team (SLT)). This separation ensures that SLT are appropriately 

sighted on strategically important data, with directorates responsible for management 

of their operational and tactical performance and risk.  

When the architecture is utilised in line with Dorset Council's values: Respect, 

Openness, Together, Accountability and Curiosity, it fosters a culture of continuous 

improvement and shared ownership of risk. 

Governance and Reporting 

The architecture ensures transparent reporting of performance and risk across Dorset 

Council, with each directorate conducting monthly reviews of performance and 

directorate risks. At a strategic level, SLT review strategic risks, strategic performance, 

and Council Plan delivery on a quarterly basis.   

Following internal review, strategic performance and risk are presented to the relevant 

Scrutiny Committee, either Place and Resources or People and Health, ensuring 

public consideration and accountability.  

The Audit and Governance Committee provides oversight of the risk management 

framework and receives quarterly risk reports. In addition, Cabinet receives a bi-

annual Council Plan performance report. 

This risk and performance architecture is illustrated in the diagram below. 

 

 

https://www.dorsetcouncil.gov.uk/our-values


 

 

Dorset Council Risk and Performance Architecture 

 

Role and Responsibilities 

ERM at Dorset Council is a shared responsibility, embedded across all levels of the 

organisation, from individual operational teams to committee structures. This 

integrated approach ensures that the Council’s collective risk management expertise 

supports both the achievement of Council Plan priorities and the effective delivery of 

day-to-day services. The table on the following page provides an overview of roles 

and responsibilities within Dorset Council’s risk structure. 

 

 

 

 

 

 

 

 

 

 

 



 

 

Roles and Responsibilities Overview 

Area Key Responsibilities 

Audit and Governance 
Committee 

Provides independent assurance on the adequacy of the Council’s risk management 
framework including the internal control environment, integrity of financial reporting and 
governance arrangements. 

Cabinet Oversees Dorset Council’s approach to ERM, ensuring it is embedded in strategic decisions 
and operations. Endorses the organisation’s risk appetite statement, monitors key risks, and 
promotes a culture of informed risk-taking to support the achievement of the Council’s 
objectives and effective service delivery. 

Directorate Leadership Promotes a risk-aware culture within services, implements risk management actions, 
identifies and reports changes in risks, and agrees strategic risks aligned with the 
organisation’s objectives. 

ERM Function (Risk 
Management & 
Reporting Officer) 

Develops and maintains the Council’s risk management policy, fosters a risk-aware culture 
through training and building organisational understanding, and establishes internal risk 
frameworks. Coordinates risk management activities and prepares risk reports for senior 
leaders and committees. 

Internal Audit Internal Audit at Dorset Council provides independent assurance on the effectiveness of the 
Council’s risk management, control, and governance processes. It evaluates how well risks 
are identified and managed, supports continuous improvement, and ensures risk driven 
audit planning. 

Risk Owners Understand, and apply ERM protocols. This includes reporting ineffective or unnecessary 
controls, loss events, and near misses through the appropriate channels, as well as 
cooperating with management during incident investigations. 

Scrutiny Committees Examine specific risks that may impact Dorset Council’s services or strategic objectives, by 
scrutinising decisions, monitoring performance, and holding senior officers to account. 

Senior Leadership 
Team 

Takes overall responsibility for coordinating ERM through an agreed framework and policy, 
promotes a risk-aware culture, and allocates resources to manage risks effectively. 

Specialist Risk 
Management Functions 

Develop and maintain specialist risk policies and contingency plans, monitor emerging risks, 
assist in incident investigations, and produce detailed reports to inform risk control 
measures. 



 

 

Dorset Council Three Lines Model 

Dorset Council’s approach to risk management is further supported by alignment with 

the Three Lines Model. This model builds on the roles and responsibilities overview to 

ensure effective governance, risk management, and assurance. 

The following description outlines how the model works in practice: 

First Line: Business and Operational Management 

The first line is responsible for delivering services and achieving objectives. Key 

responsibilities include: 

• identifying risks and opportunities for improvement 

• implementing controls 

• reporting on progress 

• ensuring compliance 

• providing management assurance 

Roles in the first line include: 

• operational managers and staff 

• colleagues responsible for performance and data quality 

• programme and project managers 

• service plan delivery teams 

Second Line: Oversight and Support 

The second line provides support and oversight to the first line. Key responsibilities 

include: 

• setting strategy, policy, and direction 

• making decisions 

• provide assurance oversight 

Roles in the second line include: 

• senior management 

• risk management and compliance functions  

• quality control teams 

• committee and scrutiny functions 

Third Line: Independent Assurance 



 

 

The third line offers independent assurance by validating the effectiveness of the first and 

second lines. Key responsibilities include: 

• providing challenge and audit 

• reporting on assurance levels 

• conducting independent reviews 

Roles in the third line include: 

• internal audit 

• external audit 

• regulatory inspections 

• independent agency reviews 

Governance and Escalation 

All three lines escalate matters to the Senior Leadership Team and Cabinet, forming a 

key strand of Dorset Council’s corporate governance framework. 

A diagram is provided on the following page to visually represent this structure. 



 

 

Dorset Council Three Lines Model Diagram

 

 



 

 

Principal Risks 

Principal Risks provide the structure under which all organisational risks are categorised within Dorset Council’s risk 

management framework, as illustrated in the Dorset Council Risk and Performance Architecture. All risks identified across 

the organisation will align with one or more of these Principal Risks. This alignment helps to demonstrate the potential 

breadth and impact of individual risks, highlighting how they may contribute to wider strategic concerns. The Council’s 

current Principal Risks are outlined below: 

Principal Risk Definition 

Commercial Commercial risks are those that could result in the council losing a commercial 
partnership or failure of a supply chain. 

Data and information management Risks of this nature are centred around failures to prevent unauthorised or inappropriate 
access, as well as failures to enable legitimate use of our data, systems, and assets. 

Finance Our financial stability is driven by increased budgetary pressures in an increasingly 
challenging financial environment. 

Legal These are risks concerned with non-compliance of regulations, laws or statutory 
obligations that may result in penalties, fines or other legal consequences. 

Operations Operational risks are associated with the uncertainties that we face during our day-to-
day activities delivering services. 

People We are faced with a challenging environment in recruiting and retaining the necessary 
people to deliver our objectives. 

Project / programme Project and programme risks are centred around projects not aligning with our strategic 
priorities as well as projects being unable to deliver the intended benefits, on time and 
within budget. 

Property We have a large portfolio of properties and as such associated risks ranging from 
property defects to ineffective or inefficient safety management protocols. 

Reputation Reputational risks are those that could be uncovered through adverse events in the form 
of ethical infringements, failure to meet objectives or lack of innovation. 

Security Our security risks include unauthorised and / or in appropriate use of our systems and 
assets including cyber security, digital and physical access to our assets. 

Technology Technology risks are such risks that arise from technology not delivering services as 
expected because of deficient systems or processes. 



 

 

Strategic Risks 

Strategic risks represent the second tier of risk reporting at Dorset Council and sit 

underneath the organisations Principal Risks as demonstrated in the Risk and 

Performance Architecture. These risks are aligned with either: 

• Council Plan priorities, or 

• Key Organisational Deliverables, which include two strands: 

• risks related to overall organisational health 

• risks concerning compliance with statutory obligations 

Strategic risks are identified collaboratively with senior leaders and are reported to 

SLT, Cabinet, and the Scrutiny and Audit & Governance Committees. 

Subject matter experts may be invited to provide additional context and insight, to 

support informed decision making when strategic risks are discussed. 

Criteria for Strategic Risk Classification  

A risk may be classified as strategic if it meets one or more of the following criteria: 

• it will have a noticeable impact on achieving strategic priorities as 

documented in the council plan or key organisational deliverables. 

• it is rated 20 or more according to the Council’s risk scoring matrix based on 

the existing controls that are in place. 

• it has a noticeable impact upon the use of the Council’s key resources 

(finance, people etc). 

• it may result in significant attention from external stakeholders with the 

potential to cause significant reputational and or political damage. 

 

Dorset Council’s strategic risks are monitored quarterly and reviewed at least 

annually to ensure they remain proportionate, relevant, and aligned with the 

organisation’s objectives. This ongoing review process supports the Council’s 

commitment to delivering effective outcomes for the residents of Dorset and 

maintaining a robust approach to risk management. 

 

 

 

 

 

 

 



 

 

3. Strategy 
Dorset Council’s Risk Strategy outlines its overarching approach to risk management. 

It is comprised of two key components: 

1. Risk Management Policy Statement 

This statement defines the Council’s overall approach to managing risk. It sets 

out the objectives of risk management and explains how it supports the 

achievement of Dorset Council’s strategic aims. 

2. Risk Appetite Statement 

This statement provides a high-level strategic direction on the amount of risk 

the Council is willing to accept in pursuit of its objectives. It defines the optimal 

level of risk and establishes the guiding principles for operational teams when 

making decisions. 

The following pages provide detailed information on both the Risk Management Policy 

Statement and the Risk Appetite Statement, both of which are kept under regular 

review to ensure they are appropriate. 

 

Risk Management Policy Statement 

Dorset Council is committed to managing risk across all levels of the organisation, 

adopting a proportionate approach to identifying, analysing, evaluating, and treating 

risks. This approach underpins the achievement of our strategic objectives and 

strengthens the quality and resilience of the services we deliver to our communities. 

We foster a culture that prioritises accountability over blame, ensuring that risks are 

actively managed rather than avoided. 

Our Risk and Performance Architecture reflects Dorset Council’s commitment to being 

a risk-informed organisation, where decisions are guided by a balanced understanding 

of risk, and where it is recognised that not all risks can be controlled to the same extent. 

This policy statement forms part of our Risk Management Strategy with the following 

subset of objectives: 

• ensure compliance with legal, regulatory, and statutory obligations. 

• provide assurance that risk management activities are proportionate, aligned 

with our enterprise, comprehensive in scope, embedded in organisational 

processes, and responsive to emerging challenges. 

• deliver relevant, risk-based information to support effective decision-making. 

• enable the efficient and effective delivery of Dorset Council’s strategic, tactical, 

operational and compliance goals. 

 

 



 

 

Risk Appetite  

Dorset Council’s risk appetite statement provides a high-level strategic direction on 

the amount of risk the Council is willing to accept in the pursuit of its objectives. It has 

been developed using Dorset Council’s Risk Appetite Framework which is informed 

by the Orange Book, a recognised risk management standard for the public sector.  

The statement reflects the outcomes of consultation with SLT and Cabinet and has 

been formally approved by the Leader of the Council under delegated authority.  

The following sections outline Dorset Council’s risk appetite statement, as adopted on 

21 August 2025, followed by an overview of the Risk Appetite Framework that 

underpins its development.   

Once adopted, the risk appetite will be actively monitored to ensure it remains 

appropriate. It will be reviewed by each new administration, to maintain alignment 

with the Council’s strategic priorities and governance arrangements.  

Risk Appetite Statement 

“Dorset Council is committed to building a secure, resilient, and forward-looking 

organisation, where risk is not only managed but also embraced as a catalyst for 

innovation and improvement. We are shaping a future where thoughtfully considered 

opportunities for change drive better outcomes for our communities, services, and 

workforce. 

We maintain strong safeguards to protect our people, property, assets and 

information, from harm or unauthorised use. 

We accept that some financial uncertainty may be necessary to unlock significant 

improvements in service delivery and operate within a robust legal and regulatory 

framework, preparing for a future where adaptability and resilience are key to success. 

Our open approach to commercial and procurement activity demonstrates a 

willingness to pursue innovation, with some non-critical decisions being made via 

devolved authority. We actively promote the legitimate transparency, openness, and 

information sharing to support effective decision-making and collaboration in providing 

better services to our communities. Our Operational stance empowers local managers 

to make non-critical decisions and encourages evidence-based experimentation, 

fostering a culture of responsible innovation. 

Dorset Council’s people policies provide a strong and stable foundation, while 

remaining open to flexible, people-centred approaches that foster innovation, 

adaptability, and growth. Dorset Council is committed to investing in its workforce, 

developing a diverse range of skills to meet evolving needs and challenges. We 

ensure that all projects and programmes display demonstrable benefits, so that every 

initiative actively contributes to building a thriving, future-ready council.  

In property and asset management, we are exploring diverse, adaptive solutions to 

meet evolving organisational needs in delivering services to our communities. We are 

https://www.gov.uk/government/publications/orange-book


 

 

eager to develop new models, partnerships, and technologies that can enhance our 

impact and outcomes for communities. 

Dorset Council is preparing for the future with a clear focus on resilience, adaptability, 

and continuous improvement. By taking a thoughtful and balanced approach to risk, 

and aligning our efforts with long-term priorities, we aim to build a council that is 

responsive to change and committed to delivering the best outcomes for our 

communities.” 

Dorset Council’s Risk Appetite Framework 

Dorset Council’s Risk Appetite Framework outlines the agreed risk appetite levels for 

each Principal Risk, following consultation with Cabinet and SLT. These 

determinations directly inform the overarching Risk Appetite Statement and establish 

the context for risk-taking across defined parameters. The Framework, along with the 

corresponding appetite selections, is presented on the following pages, with the 

highlighted cells representing the risk appetite level.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Risk Appetite Level Definitions 

 Averse (1) Minimal (2) Cautious (3) Open (4) Eager (5) 

 
Commercial 

Dorset Council has 
a strong preference 
for engaging in 
tested and 
established 
commercial 
agreements with 
close management 
controls and 
oversight. 

Dorset Council 
accepts low-scale 
commercial / 
procurement 
activity via 
devolved authority, 
with medium and 
high-level activity 
validated by senior 
management. 

Dorset Council 
tends to stick to the 
status quo. 
Commercial 
innovations are 
avoided unless 
necessary, with 
decisions generally 
held by senior 
management.  

Dorset Council has 
a willingness to 
pursue innovation, 
which has 
previously showed 
benefit. Its non-
critical decisions 
may be devolved to 
local managers. 

Dorset Council has 
a desire to innovate 
and break the 
mould. Commercial 
initiatives are 
pursued in 
improving services 
with high levels of 
devolved authority 
to increase 
business agility. 

Data and 
Information 

Management 

Dorset Council ‘s 
data and 
information are 
secured through 
strict access 
controls and 
extensive 
monitoring. 

Dorset Council 
ensures minimal 
distribution of data 
and information to 
reduce risks and 
damages because 
of disclosure. 

Dorset Council’s 
data is distributed 
cautiously, and only 
when required to 
maintain 
operational 
effectiveness.  

Dorset Council 
accepts that 
openness and 
information sharing 
is needed for 
effective operations 
in a controlled 
environment. 

Dorset Council’s 
data and 
information is 
subject to minimal 
controls. Its data is 
open and easily 
accessible in the 
pursuit of 
operational 
effectiveness. 



 

 

Risk Appetite Level Definitions 

 Averse (1) Minimal (2) Cautious (3) Open (4) Eager (5) 

 
Finance 

Dorset Council 
safeguards its 
financial resources 
as a priority and 
avoids any 
activities that could 
lead to financial 
loss or impact. 

Dorset Council 
considers financial 
impacts and risk 
are only acceptable 
when related to the 
essential delivery of 
services. 

Dorset Council’s 
financial decisions 
accept some 
uncertainty related 
to loss or impact, 
only if they yield 
upside 
opportunities in 
service delivery. 

Dorset Council is 
willing to invest and 
take on higher 
financial risks to 
support the 
business where 
they have been 
appropriately 
managed with 
controls. 

Dorset Council 
seeks to invest for 
the best possible 
benefit in 
opportunities, 
acknowledging that 
there may be 
significant financial 
loss or impact. 

 
Legal 

Dorset Council 
avoids areas that 
could be potentially 
challenged legally, 
even if the chances 
of winning any case 
are high. 
 
 
 
 
 

Dorset Council 
operates on a basis 
that ensures it 
would be 
successful in any 
legal challenge. 

Dorset Council 
takes decisions 
where it must be 
reasonably certain 
that it would be 
able to win any 
legal challenge.  

Dorset Council 
takes tough 
decisions and 
accepts that any 
legal challenge is 
likely to be difficult, 
but the potential 
benefits outweigh 
the downsides.   

Dorset Council 
accepts the 
possibility of losing 
any legal case is 
high, but the 
potential benefits 
that could be 
realised in the 
event of success 
are exceptional. 



 

 

Risk Appetite Level Definitions 

 Averse (1) Minimal (2) Cautious (3) Open (4) Eager (5) 

 
Operations 

Dorset Council 
adopts a “tried and 
tested” approach to 
operational 
delivery, with close 
management 
control. 

Dorset Council 
pursues 
innovations only in 
the instance that it 
is deemed 
essential for 
operational delivery 
and validated by 
senior 
management. 

Dorset Council 
tends to stick to the 
status quo. 
Operational 
innovations are 
carefully selected 
where necessary, 
and decisions are 
generally held by 
senior 
management.  

Dorset Council 
pursues innovation 
that has evidence 
of previous 
benefits. There is a 
willingness to 
innovate and 
responsibility for 
non-critical 
decisions may be 
devolved to local 
managers. 

Dorset Council 
seeks innovative 
approaches to 
operational delivery 
by constantly 
challenging current 
practices. This is 
supported by high 
levels of devolved 
authority. 

 
People 

Dorset Council 
maintains close 
management 
control, with little 
devolved authority. 
There is limited 
flexibility in working 
practices and 
development of 
staff is limited to 
“essential” services 
only. 

Dorset Council’s 
Senior Leadership 
hold decision-
making authority. 
The organisation 
adopts strict 
recruitment and 
retention strategies 
to minimise 
disruption and 
development is 
limited to being role 
specific.  

Dorset Council’s 
decision-making is 
generally controlled 
by senior 
management. 
There is 
acceptance of safe 
and standard 
people / working 
policies. 

Dorset Council 
adopts devolution 
of certain work-
related decision-
making 
responsibilities. 
The organisation is 
willing to invest in 
its people to create 
a variety of skills in 
its workforce. 

Dorset Council 
adopts high levels 
of devolved 
authority. The 
organisation 
constantly 
challenges working 
practices to pursue 
innovation and 
invests significantly 
in staff 
development to 
create a broad 
skillset.  



 

 

Risk Appetite Level Definitions 

 Averse (1) Minimal (2) Cautious (3) Open (4) Eager (5) 

 
Project/ 

Programme 

Dorset Council 
prioritises projects / 
programmes with 
almost certain 
outcomes that are 
supported by close 
management 
control and 
oversight. There is 
a preference for 
maintaining and 
protecting rather 
than creating or 
innovating. 

Dorset Council 
prioritises only the 
most essential 
innovations. 
Decision making is 
held by senior 
management with 
projects / 
programmes 
needing to 
demonstrate clear 
links to the 
organisation’s 
strategic priorities. 

Dorset Council 
tends to stick to the 
status quo and 
innovations are 
generally avoided 
unless necessary. 
Decision making is 
typically made by 
senior 
management with 
projects and 
programmes 
aligned to strategic 
priorities. 

Dorset Council 
pursues innovation 
when projects / 
programmes 
display 
demonstrable 
benefits. Decision 
making may be 
devolved to local 
managers, with 
plans aligned to 
functional 
standards. 

Dorset Council 
constantly pursues 
innovation to 
achieve the best 
working practices 
and “break the 
mould”. There are 
high levels of 
devolved authority 
with plans largely 
aligned to 
organisational 
governance.  

 
Property 

Dorset Council 
complies with strict 
policies for 
purchase, rental, 
disposal, 
construction, and 
refurbishment of 
property, that 
ensures it is 
producing good 
value for money. 

Dorset Council is 
recommended to 
follow strict policies 
for purchase, 
rental, disposal, 
construction, and 
refurbishment of 
property that 
ensures it is 
producing good 
value for money. 

Dorset Council can 
adopt a range of 
agreed solutions for 
purchase, rental, 
disposal, 
construction and 
refurbishment of 
property that 
ensures it is 
producing good 
value for money. 

Dorset Council can 
adopt a range of 
agreed solutions for 
purchase, rental, 
disposal, 
construction and 
refurbishment of 
property that 
ensures it meets 
organisational 
needs. 

Dorset Council 
applies dynamic 
solutions for the 
purchase, rental, 
disposal, 
construction and 
refurbishment of 
property that 
ensures it meets 
organisational 
needs. 



 

 

Risk Appetite Level Definitions 

 Averse (1) Minimal (2) Cautious (3) Open (4) Eager (5) 

 
Reputation 

Dorset Council has 
no appetite for any 
decisions with a 
high chance of 
repercussion to the 
organisation’s 
reputation. 

Dorset Council’s 
appetite for risk 
taking is limited to 
those events where 
there is no chance 
of any significant 
repercussion to the 
organisation’s 
reputation. 

Dorset Council’s 
appetite for risk 
taking is limited to 
those events where 
there is little 
chance of any 
significant 
repercussion to the 
organisation’s 
reputation. 

Dorset Council has 
appetite to take 
decisions with the 
potential to expose 
the organisation to 
additional scrutiny, 
but only where 
appropriate steps 
are taken to control 
the risk. 

Dorset Council has 
an appetite to take 
decisions which are 
likely to bring  
additional 
Governmental /  
organisational 
scrutiny, only 
where potential 
benefits outweigh 
the risks.  

 
Security 

Dorset Council has 
no tolerance for 
security risks 
causing loss or 
damage to its 
property, assets, 
information or 
people with 
stringent control 
measures in place.  

Dorset Council 
aims to minimise 
loss or damage to 
property, assets, 
information or 
people with 
significant control 
measures in place. 

Dorset Council 
accepts limited 
security risks to 
support business 
need, with industry 
standard controls in 
place to protect its 
property, assets, 
information or 
people. 

Dorset Council 
accepts some 
security risks to 
support business 
need with tailored 
controls in place to 
protect its property, 
assets, information 
or people. 
 

Dorset Council 
accepts security 
risks to support 
business need with 
the minimum level 
of controls in place 
to support agile use 
of its property, 
assets, information 
or people. 

 
Technology 

Dorset Council 
generally avoids 
developments in 
systems and 
technology. 

Dorset Council 
considers 
development in 
systems and 
technology that is 
deemed vital to 
protect current 
operations. 

Dorset Council 
implements the use 
of established / 
mature systems 
and technology to 
enhance the 
organisations 
performance. 

Dorset Council 
welcomes new 
systems and 
technologies in the 
pursuit of improved 
service delivery 
and organisational 
performance. 

Dorset Council 
views new systems 
and technology as 
essential for 
organisational 
development and 
service delivery. 

 



 

 

Applying Dorset Council’s Risk Appetite Framework 

To implement Dorset Council’s Risk Appetite Statement effectively, each Principal 

Risk area must include clear parameters. These metrics should distinguish between 

acceptable and unacceptable levels of risk-taking. They must also identify when 

escalation is needed, in line with the Council’s existing governance structures. 

The following template is designed to help all business areas align their operational 

risk-taking with the strategic direction set out in the Risk Appetite Statement and 

Framework. 

The table on the following pages includes: 

• the Principal Risk area. 

• the selected risk appetite level and its definition from the Risk Appetite 

Framework. 

• a prompt for users to define metrics that reflect the chosen appetite level. These 

metrics should indicate: 

• what is considered acceptable. 

• what is not acceptable. 

• when and where escalation may be required. 

These decisions may be guided by existing policies and processes. If current practices 

conflict with the selected risk appetite, this may highlight areas where review or change 

is needed to ensure alignment with the Council’s strategic intent. 



 

 

Principal Risk Risk Appetite Will Accept Will Not Accept Escalate 

Commercial Open: 
 
Dorset Council has a willingness to 
pursue innovation, which has 
previously showed benefit. Its non-
critical decisions may be devolved to 
local managers. 

   

Data and 
Information 
Management 

Open: 
 
Dorset Council accepts that 
openness and information sharing is 
needed for effective operations in a 
controlled environment. 

   

Finance Cautious: 
 
Dorset Council’s financial decisions 
accept some uncertainty related to 
loss or impact, only if they yield 
upside opportunities in service 
delivery. 

   



 

 

Principal Risk Risk Appetite Will Accept Will Not Accept Escalate 

Legal Cautious: 
 
Dorset Council takes decisions 
where it must be reasonably certain 
that it would be able to win any legal 
challenge. 

   

Operations Open: 
 
Dorset Council pursues innovation 
that has evidence of previous 
benefits. There is a willingness to 
innovate and responsibility for non-
critical decisions may be devolved to 
local managers. 

   

People Open: 
 
Dorset Council adopts devolution of 
certain work-related decision-making 
responsibilities. The organisation is 
willing to invest in its people to create 
a variety of skills in its workforce. 

   

Project / 
Programme 

Open: 
 
Dorset Council pursues innovation 
when projects / programmes display 
demonstrable benefits. Decision 
making may be devolved to local 
managers, with plans aligned to 
functional standards. 

   



 

 

Principal Risk Risk Appetite Will Accept Will Not Accept Escalate 

Property Open: 
 
Dorset Council can adopt a range of 
agreed solutions for purchase, rental, 
disposal, construction and 
refurbishment of property that 
ensures it meets organisational 
needs. 

   

Reputation Open: 
 
Dorset Council has appetite to take 
decisions with the potential to expose 
the organisation to additional 
scrutiny, but only where appropriate 
steps are taken to control the risk. 

   

Security Averse: 
 
Dorset Council has no tolerance for 
security risks causing loss or damage 
to its property, assets, information or 
people with stringent control 
measures in place. 

   

Technology Eager: 
 
Dorset Council views new systems 
and technology as essential for 
organisational development and 
service delivery. 

   

 



 

 

4. Protocols 
Dorset Council’s Risk Management Protocols comprise the tools, templates, and 

guidance that support the practical implementation of risk management across the 

organisation. They ensure consistency, transparency and accountability in how risks 

are identified, assessed and managed.   

The Risk Dashboard 

Dorset Council’s Risk Dashboard serves as the central internal platform for recording, 

updating, and reporting on organisational risks and their corresponding control 

measures. It captures risks with broad, authority-wide impact, particularly those that 

could affect the achievement of the Council’s strategic objectives or key organisational 

deliverables. This includes high-level risks associated with strategic implementation, 

tactics such as portfolios, programmes, and major projects, as well as risks related to 

legal compliance and statutory obligations.  

While operational risks specific to individual business units are typically managed at 

the local level, they may be escalated to the Risk Dashboard if they become relevant 

to strategic, tactical, or compliance-related concerns.  

The Risk Dashboard supports informed, risk-aware decision-making by providing 

senior leaders and decision-makers with key insights. Via the Dashboard risks can be 

organised into groups including Principal Risk and Council Plan priority, enabling 

proportionate and objective-aligned analysis. Additionally, the Risk Dashboard serves 

as a dynamic record of Dorset Council’s risk landscape, requiring regular updates from 

designated risk owners. This process not only ensures accountability in risk 

management but also maintains an accurate and fit-for-purpose organisational risk 

register. 

The Risk Dashboard is a tool that is accessible to all internal Dorset Council colleagues 

and elected members. While the platform itself is internal, the information it contains 

is used to populate risk data in report format for public consumption via Committees 

and other public briefings as required.  

Dorset Council’s Risk Scoring Matrix 

Dorset Council’s Risk Scoring Matrix guides risk owners to assess each risk using two 

key dimensions:  

• impact, which refers to the consequences if the risk materialises,  

• likelihood, which refers to the probability of the risk occurring. 

When entering a risk into the Risk Dashboard, unless otherwise stated, assessments 

should be made based on the impact and likelihood in relation to the existing 

controls that are currently in place to manage the risk. This ensures that senior leaders 

and decision-makers receive information that reflects the Council’s actual operating 

environment. 



 

 

Impact is scored on a scale from 1 to 5. Each score is supported by descriptors that 

explain the type and severity of impact. If a risk spans multiple impact levels, best 

practice is to select the highest applicable score. 

Likelihood is also scored on a scale from 1 to 5. The descriptors for likelihood are 

more subjective and rely on the judgement of subject matter experts. These experts 

assess how likely the risk is to occur, using the descriptors as guidance. 

The overall risk score is calculated by multiplying the impact and likelihood scores. 

This score determines the risk’s position on the Risk Scoring Matrix: 

• a score of 1 to 4 indicates a low risk. 

• a score of 5 to 10 indicates a medium risk. 

• a score of 12 to 16 indicates a high risk. 

• a score of 20 to 25 indicates a very high risk. 

The vertical axis of the matrix represents impact, and the horizontal axis 

represents likelihood. 

The assigned risk rating not only highlights the significance of the risk to Dorset 

Council but also determines its review cycle by risk owners: 

• risks rated low or medium must be reviewed every 180 days from the last 

review date. 

• risks rated high or very high must be reviewed every 90 days. 

The following three pages present Dorset Council’s Impact Matrix, Likelihood Matrix, 

and the overall Risk Scoring Matrix. These should be used when scoring risks within 

the Risk Dashboard. 



 

 

Assessing Impact 

In assessing impact, the following 1 to 5 scoring system is to be followed: 

 

 

 

 

 

 

 

 

 

 

 

 

Impact 

 
 
 
 
 
 
 
 
 
 
 
 

Catastrophic 

Score 5 

Multiple deaths of employees or those in the Council’s care. 

Inability to function effectively, Council-wide. 

Will lead to resignation of Chief Executive and/or Leader. 

Corporate Manslaughter charges. 

Service delivery must be taken over by Central Government. 

Front page news story in National Press. 

Financial loss over £10m. 

Major 

Score 4 

Suspicious death in Council's care. 

Major disruption to Council's critical services for more than 48 hours. 

Noticeable impact achieving strategic objectives. 

Will lead to resignation of Senior Officers and/or Cabinet Member. 

Adverse coverage in National press/Front Page news locally. 

Financial loss £5m-£10m. 

Moderate 

Score 3 

Serious injury to employees or those in the Council's care. 

Disruption to one critical Council service for more than 48 hours. 

Will lead to resignation of Head of Service / Project Manager. 

Adverse Coverage in local press. 

Financial loss £1m-£5m. 

Slight 

Score 2 

Minor injury to employees or those in the Council's care. 

Manageable disruption to services. 

Disciplinary action against employees. 

Financial loss £100k-£1m. 

Limited 

Score 1 

Day-to-day operational problems. 

Financial loss less than £100k. 

 



 

 

 

Assessing Likelihood 

In assessing likelihood, the following 1 to 5 scoring system is to be followed: 

 

 

 

 

 

 

 

Likelihood 

Almost Certain 

Score 5 

Reasonable to expect that the event will happen, reoccur, possibly or frequently. 

 

 

Likely 

Score 4 

Event is more than likely to occur. Will probably happen or reoccur but is not a persisting 

issue. 

 

Possible 

Score 3 

Little likelihood of event occurring. It might happen or reoccur occasionally. 

Unlikely 

Score 2 

Event not expected. Do not expect it to happen or reoccur, but it is possible that it might 

do so. 

 

 

Very Unlikely 

Score 1 

Exceptional event. This will probably never happen or reoccur. 

 

 

 

 

 

 

 

 



 

 

Dorset Council Risk Scoring Matrix 

 

Impact 

Catastrophic 

5 10 15 20 25 

 

Risk Score 

Risk Rating 
 

Major 

4 8 12 16 20 

20 to 25 

Very High 
 

Moderate 

3 6 9 12 15 

12 to 16 

High 
 

Slight 

2 4 6 8 10 

5 to 10 

Medium 
 

Limited 

1 2 3 4 5 

1 to 4 

Low 
 

  

Very 
Unlikely 

Unlikely Possible Likely 
Almost 
Certain 

 

 

Likelihood  

 

 



 

 

5. Further Information 
For further information on ERM at Dorset Council, the following sources provide further 

details: 

• the internal Strategic Performance, Intelligence & Risk Hub 

• email: performanceandresearch@dorsetcouncil.gov.uk   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Version Date Status Author Change 
Description 

V0.1 30 June 2025 Draft Chris Swain New framework in 
line with SWAP 

audit 

V0.2 01 July 2025 Draft Chris Swain Addition of the 
revised Policy 

Statement 

V0.3 04 July 2025 Draft Chris Swain Updated to ERM 
Framework 
document 

V0.4 19 September 
2025 

Draft Chris Swain Final draft for 
presentation to 

Audit and 
Governance 
Committee 

https://dorsetcc.sharepoint.com/sites/StrategicPerformanceIntelligenceAndRisk?xsdata=MDV8MDJ8fDVlYzYyODAzZjc4MTQ3Y2QwN2YxMDhkZDY3YmMzZjlmfDBhNGVkZjM1ZjBkMjRlMjM5OGY2YjA5MDBiNGVhMWU2fDB8MHw2Mzg3ODA3ODAzNzUzNzc5MDV8VW5rbm93bnxWR1ZoYlhOVFpXTjFjbWwwZVZObGNuWnBZMlY4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazkwYUdWeUlpd2lWMVFpT2pFeGZRPT18MXxMMk5vWVhSekx6RTVPakF3TVRWaU4yWTJOMll6TkRSbVpEQmlZak14Wm1Sa05ETTJNVGhoWmpZeFFIUm9jbVZoWkM1Mk1pOXRaWE56WVdkbGN5OHhOelF5TkRneE1qTTNNekkwfDNmZTNjZTI4YzM5YjRmODBhMWVhMDhkZDY3YmMzZjllfGU2NzIyMzU0ZjZmZTRkMDJiNmFkZGI0NzZhOWQxZTRh&sdata=VlhtK2xwWFpQNERsa0VBRmJJUzZZQnNDek5oYkVyeFpCQVROWlZVbXBBaz0%3D&ovuser=0a4edf35-f0d2-4e23-98f6-b0900b4ea1e6%2CChris.Swain%40dorsetcouncil.gov.uk&OR=Teams-HL&CT=1746006898164&clickparams=eyJBcHBOYW1lIjoiVGVhbXMtRGVza3RvcCIsIkFwcFZlcnNpb24iOiI0OS8yNTA0MDMxOTExMyIsIkhhc0ZlZGVyYXRlZFVzZXIiOmZhbHNlfQ%3D%3D
mailto:performanceandresearch@dorsetcouncil.gov.uk


 

 

6. Glossary 
To support consistency and clarity in the application of Dorset Council’s Risk 

Management Protocols, the following glossary provides definitions of key terms. 

Establishing a shared understanding of language is essential to ensure that risk is 

communicated effectively across all levels of the organisation. 

 

Term Definition 

Control Actions or measures designed to reduce the impact or 
likelihood of a risk. 

Corporate 
Governance 

The rules and practices that control the way an organisation is 
directed. 

Enterprise Risk 
Management 
(ERM) 

A cohesive and structured approach that unites Dorset 
Council’s various risk management disciplines under a single 
framework. 

Impact Something that has a marked influence on an objective, 
individual, community or organisation if a risk materialises. 

Likelihood A judgement on the chance a risk may materialise. 

Operations Organised activities to deliver objectives or services. 

Principal Risk A risk classification system that all other risks align under one 
or more as subsets. 

Risk The effect of uncertainty on objectives. 

Risk Analysis The scoring and assessment of the significance of a risk. 

Risk Appetite The level of risk Dorset Council is willing to accept in pursuit of 
its objectives. 

Risk Evaluation The assessment of the controls in place to manage a risk. 

Risk 
Identification 

The recognition and initial documentation of a risk. 

Risk Treatment The actions to be taken to control or maintain the risk. 

Specialist Risk 
Management 
Function 

Areas within the organisation that possess dedicated expertise 
in managing specific risks. Examples include cyber security, 
emergency planning, health and safety, insurance and project 
and programme risk management.  

Strategic Risk Specific risks that may be most consequential in achieving the 
organisations Strategic Priorities or Key Organisational 
Deliverables if they materialise. 
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Dorset Council Risk Scoring Matrix: 
 

Dorset Council Risk Scoring Matrix 

 

Impact 

Catastrophic 

5 10 15 20 25 

 

Risk Score 

Risk Rating 
 

Major 

4 8 12 16 20 

20 to 25 

Very High 
 

Moderate 

3 6 9 12 15 

12 to 16 

High 
 

Slight 

2 4 6 8 10 

5 to 10 

Medium 
 

Limited 

1 2 3 4 5 

1 to 4 

Low 
 

  

Very 
Unlikely 

Unlikely Possible Likely 
Almost 
Certain 

 

 

Likelihood  

 
 



 

 

Assessing Impact 

In assessing impact, the following 1 to 5 scoring system is to be followed: 

 

 

 

 

 

 

 

 

 

 

 

 

Impact 

Catastrophic 

Score 5 

Multiple deaths of employees or those in the Council’s care. 

Inability to function effectively, Council-wide. 

Will lead to resignation of Chief Executive and/or Leader. 

Corporate Manslaughter charges. 

Service delivery must be taken over by Central Government. 

Front page news story in National Press. 

Financial loss over £10m. 

Major 

Score 4 

Suspicious death in Council's care. 

Major disruption to Council's critical services for more than 48 hours. 

Noticeable impact achieving strategic objectives. 

Will lead to resignation of Senior Officers and/or Cabinet Member. 

Adverse coverage in National press/Front Page news locally. 

Financial loss £5m-£10m. 

Moderate 

Score 3 

Serious injury to employees or those in the Council's care. 

Disruption to one critical Council service for more than 48 hours. 

Will lead to resignation of Head of Service / Project Manager. 

Adverse Coverage in local press. 

Financial loss £1m-£5m. 

Slight 

Score 2 

Minor injury to employees or those in the Council's care. 

Manageable disruption to services. 

Disciplinary action against employees. 

Financial loss £100k-£1m. 

Limited 

Score 1 

Day-to-day operational problems. 

Financial loss less than £100k. 



 

 

Assessing Likelihood 

In assessing likelihood, the following 1 to 5 scoring system is to be followed: 

 

 

 

 

 

 

 

Likelihood 

Almost Certain 

Score 5 

Reasonable to expect that the event will happen, reoccur, possibly or frequently. 

 

 

Likely 

Score 4 

Event is more than likely to occur. Will probably happen or reoccur but is not a persisting 

issue. 

 

Possible 

Score 3 

Little Likelihood of event occurring. It might happen or reoccur occasionally. 

Unlikely 

Score 2 

Event not expected. Do not expect it to happen or reoccur, but it is possible that it might 

do so. 

 

 

Very Unlikely 

Score 1 

Exceptional event. This will probably never happen or reoccur. 

 

 



 

 

 Overall Summary: 

The table illustrates the spread of all Corporate Risk Register entries: 

Impact 

Catastrophic 
1 1 3 2 0 

Major 
4 36 12 10 1 

Moderate 
11 54 81 10 0 

Slight 
6 69 28 11 2 

Limited 
4 6 4 0 0 

  

Very 
Unlikely 

Unlikely Possible Likely 
Almost 
Certain 

Likelihood 

 

Total Risks Overdue Strategic Risk 

Compliance 

Overall 

Compliance 

356 0 100% 100% 
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Strategic Risks According to Impact and Likelihood Scores: 

The table illustrates the spread of all Strategic Risks (identified by their ID’s). 

All Strategic Risks are reported to SLT and relevant Scrutiny Committees. Strategic 

Risks that are aligned with Council Plan priorities and will be reported via the Council 

Plan performance monitoring dashboards when published later this year. 

 

Impact 

Catastrophic 
  201 272, 286  

Major 
 144, 213 140, 180, 

814 
348, 560, 
805, 808 

612 

Moderate 

 112, 244, 
273, 342, 
372, 729 

167, 182, 
229, 230, 
798, 803, 
804, 812 

101, 339, 
723 

 

Slight 
806  765   

Limited 
279, 821* 816, 807, 

810 
811   

  

Very 
Unlikely 

Unlikely Possible Likely 
Almost 
Certain 

Likelihood 

*Detail to be finalised with risk owners 

 

 

 

 

 

 

 

 

 

 



 

 

Adults and Housing 

ID Adults and Housing Risk Strategic Priority Principal Risk(s) Risk Rating 

167 Failure to keep adults safe who have care and support 

needs and are at risk of harm or abuse 

Communities for 

all 

Legal, Operations, 

Reputation 

Medium 

180 The supply of temporary accommodation is insufficient to 

meet statutory homelessness demand 

Provide high 

quality and 

affordable housing 

Commercial, 

Operations, Project / 

programme, Property, 

Reputation 

High 

182 Poor quality private rented sector housing may lead to 

increased social, health and economic pressure on 

households and therefore higher demand for Council 

services 

Provide high 

quality and 

affordable housing 

Project / programme, 

Property, Reputation 

Medium 

244 The Local Plan does not support future development in the 

appropriate areas to meet the community need 

Provide high 

quality and 

affordable housing 

Reputation Medium 

339 Due to the demand on hospital bed stock, patients with 

higher complexity needs may be delayed hospital 

admission, leading to increased demand for Council run 

services 

Communities for 

all 

Operations, 

Reputation 

High 

342 As a result of capacity in the voluntary and community 

sector, Dorset council may not be able to provide sufficient 

care and support to residents, leading to a failure to deliver 

communities for all 

Communities for 

all 

Commercial, 

Operations, 

Reputation 

Medium 



 

 

ID Adults and Housing Risk Strategic Priority Principal Risk(s) Risk Rating 

723 The impact on the Adult Social Care Service user budget 

of funding for people who previously funded their own care 

in residential/nursing care settings and now require funding 

by the local authority 

Communities for 

all 

Finance, Operations High 

798 Impact of rises in 25/26 Employers NI & NMW on the social 

care market, increase risk of service failure and / or 

contract handback. May limit new capacity available to 

meet incoming (and increasing) demand. 

Communities for 

all 

Commercial, 

Reputation, 

Operations 

Medium 

808 Due to the abolition of NHS England, commissioning 

arrangements for local health services may be disrupted, 

leading to service delivery and financial sustainability 

consequences for social care 

Communities for 

all 

Commercial, Finance, 

Operations 

High 

814 Due to corporate, market and partnership conditions, the 

home-in on housing programme may not achieve the 

housing strategy objectives, leading residents being unable 

to access affordable, suitable, secure homes 

Provide high 

quality and 

affordable housing 

Finance, Operations, 

Reputation 

High 

 



 

 

Children’s Services 

ID Children’s Services Risk Strategic Priority Principal Risk(s) Risk Rating 

112 An inability to attract and retain suitably qualified staff may 

lead to unmanageable workloads leading to a failure to 

safeguard children and meet their needs early 

Communities for 

all, Key 

organisational 

deliverable 

Finance, Legal, 

Operations, People, 

Reputation 

Medium 

272 Instability in the High Needs Block budget may create an 

increased deficit in the Dedicated Schools Grant (DSG) 

resulting in a deficit in Dorset Councils financial position. 

Key organisational 

deliverable 

Finance, Legal, 

Reputation 

Very High 

273 Due to demand for service provision, Education, Health 

and Care Plans may not be delivered within statutory 

timescales, leading to a failure to deliver children's 

educational needs and an increase in SEND tribunals 

Communities for 

all 

Operations, People, 

Reputation 

Medium 

279 As a result of a lack in financial or strategic commitment, 

the Early Help Partnership may fail, resulting in the 

increased demand for statutory services including child 

protection and the number of children in care 

Communities for 

all 

Operations Low 

811 Due to the transition of some schools to Academy Trusts, 

Dorset Council may face challenges in influencing KS2 

attainment, potentially resulting in a limited ability to 

improve results beyond the national average 

Communities for 

all 

Operations, 

Reputation 

Low 

812 Due to the removal of the ability for Early Years (EY) 

settings to charge 'top ups' for early education funded 

Communities for 

all 

Operations, 

Reputation 

Medium 



 

 

ID Children’s Services Risk Strategic Priority Principal Risk(s) Risk Rating 

places, there may be insufficient early education places 

available 

816 As a result of insufficient numbers of young care leavers 

engaging with education, employment or training, care 

leavers may develop social and economic isolation, leading 

to increased levels of demand on the local authority and 

strategic partners 

Communities for 

all 

Finance, Operations, 

Reputation 

Low 

  

Corporate Development 

ID Corporate Risk Strategic Priority Principal Risk(s) Risk Rating 

140 Due to the effects of climate change and extreme weather 

events, Dorset Council may be unable to adapt its services 

and infrastructure leading to reduced resilience in service 

delivery to residents and in our communities 

Respond to the 

climate and nature 

crisis 

Finance, Legal, 

Property, Reputation 

High 

286 A successful cyber-attack to IT systems causes loss of 

service or data 

Key organisational 

deliverable 

Data and information 

management, 

Finance, Legal, 

Operations, 

Reputation, Security, 

Technology 

Very High 



 

 

ID Corporate Risk Strategic Priority Principal Risk(s) Risk Rating 

348 There is a business continuity risk from delayed ICT 

recovery after a disruption such as a power failure 

Key organisational 

deliverable 

Date and information 

management, 

Finance, Legal, 

Operations, 

Reputation, Security, 

Technology 

High 

803 Due to the organisations finances, Dorset Council may 

have to reduce its workforce in lieu of transformation, 

leading to insufficient resource to deliver services 

Key organisational 

deliverable 

Finance, Operations, 

People 

Medium 

804 As a result of transformation, Dorset Council may be 

unable to retain staff and preserve employee wellbeing, 

leading to a skills gap and reduced employee health in the 

organisation 

Key organisational 

deliverable 

Operations, People Medium 

805 Due to current levels of resourcing, the organisations 

transformation work may not achieve its objectives, leading 

to incomplete benefits to service delivery, customer 

experience and cost savings 

Key organisational 

deliverable 

Finance, Operations, 

People, Project / 

programme, 

Reputation 

High 

806 Due to the nature of Dorset's economy if economic growth 

slows, Dorset Council may see a stagnation in Council Tax 

and Business Rate revenue, leading to increased pressure 

on budgets to fund service delivery 

Grow our economy Finance, Reputation Low 



 

 

ID Corporate Risk Strategic Priority Principal Risk(s) Risk Rating 

807 As a result of a breach in, or lack of, internal controls with 

insufficient progress in addressing the weaknesses, Dorset 

Council's external audit report may lead to Government 

intervention 

Key organisational 

deliverable 

Finance, Operations, 

Reputation 

Low 

 

 

Legal and Democratic 

ID Legal and Democratic Risk Strategic Priority Principal Risk(s) Risk Rating 

101 Emergency Planning - Lack of robust business continuity 

framework (policy and processes; testing and leadership) 

results in service failure 

Key organisational 

deliverable 

Data and information 

management, Legal, 

Operations, 

Reputation, Security, 

Technology 

High 

213 Information Compliance - Dorset Council may not be able 

to demonstrate evidence such as required training levels to 

support the NHS Digital Toolkit leading to a withdrawal of 

access to NHS data and systems 

Key organisational 

deliverable 

Data and information 

management, 

Security, Technology 

Medium 

612 Loss of the ability to find, open, work with, understand or 

trust Dorset Council’s digital information causes disruption 

to business operations 

Key organisational 

deliverable 

Data and information 

management, 

Operations, 

Reputation, Security, 

Technology 

Very High 



 

 

Place 

NB: Place Strategic Risks are currently under review following a recent SWAP audit, the reviewed set are scheduled for entry into 

the quarterly reporting cycle from quarter 2. 

ID Place Risk Strategic Priority Principal Risk(s) Risk Rating 

144 Lack of resources results in failure to deliver the Councils’ 

Priorities on Economy 

Grow our economy Commercial, Finance, 

Reputation 

Medium 

201 As a result of sea level rise driven by climate change, 

Dorset Council may not have the resources to adapt its 

coastal defences, leading to low lying areas of the county 

being uneconomical to defend 

Respond to the 

climate and nature 

crisis 

Finance, Legal, 

Property, Reputation 

High 

229 Dorset Innovation Park is unable to attract additional 

investment and growth causing loss of income to Dorset 

Council 

Grow our economy Commercial, Finance, 

Property, Reputation 

Medium 

230 Failure to engage with education sector results in the 

pipeline of skilled labour in the Dorset Council area 

reducing, increasing the skills shortage and businesses 

exiting the Dorset Council area 

Communities for 

all, Grow our 

economy 

Finance, Project / 

programme, 

Reputation 

Medium 

372 Due to current levels of resourcing, Dorset Council may fail 

to maintain the county’s natural environment, leading to a 

failure to halt the areas nature decline 

Respond to the 

climate and nature 

crisis 

Finance, Operations, 

People 

Medium 



 

 

ID Place Risk Strategic Priority Principal Risk(s) Risk Rating 

560 Because of reduced levels of funding, timely Flood and 

Coastal Erosion Risk Management (FCERM) activities may 

not be undertaken, leading to an increased risk of asset 

failure 

Respond to the 

climate and nature 

crisis 

Operations, Property High 

729 Due to the virulence of ash dieback within the highway 

extent, there may be a danger for highways users from 

fallen trees 

Respond to the 

climate and nature 

crisis 

Finance, Operations, 

People 

Medium 

810 As a result of a reduction to staff capacity, the renewal of 

the rights of way improvement plan may be delayed, 

leading to a failure to link communities and support the 

local economy 

Communities for 

all, Grow our 

economy, 

Respond to the 

climate and nature 

crisis 

Finance, Project / 

programme 

Low 

 

 

 

 

 

 

 



 

 

Public Health and Prevention 

ID Public Health and Prevention Risk Strategic Priority Principal Risk(s) Risk Rating 

765 Major incident involving synthetic opiates leads to 

disruption of normal business for the Public Health team 

Communities for 

all 

Operations, People, 

Reputation 

Medium 

821* As a result of health service reform, Dorset Council may 

incur additional unprovisioned responsibilities, leading to 

increased resourcing and budgetary pressures 

Communities for 

all, Key 

organisational 

deliverable 

Commercial, Finance, 

Operations, 

Reputation 

Low* 

*Detail to be finalised with risk owners and entered into the quarterly reporting cycle from quarter 2. 

Public Health and Prevention Strategic Risks will be reevaluated following completion of their Business Planning processes, 

following their introduction into Dorset Council as the fifth Directorate. 


